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Data Privacy in the Governmental Sector - Agenda

 What you should know:
— What is Data Privacy?
— Risks associated with Data Privacy
— Laws associated with Data Privacy
— Common Data Privacy Control Frameworks

 What you should do:
— Be Prepared and Proactive!

 Questions

 Raffle




What you should know!

What is Data Privacy?

Per National Institute of Standards and Technology — Special Publication 800-53: Appendix J
Privacy Control Catalog (Pg. 1):

“Privacy, with respect to personally identifiable information is a core value that can be
achieved only with appropriate legislation, policies, and controls to ensure compliance
with requirements.”

Personally Identifiable Information (PII) defined as:

(1) information which can be used to distinguish or trace an individual’s identity such as
their name, social security number, biometric records, etc., alone or when combined with

~ other personal or identifying information which is linked or linkable to a specific

individual, such as date and place of birth, mother’'s maiden name etc.

(i) Any other information that is linked or linkable to an individual, such as medical,
educational, financial and employment information.

California Constitution, Article 1, section 1. The state Constitution gives each citizen
an "inalienable right" to pursue and obtain "privacy.”




What you should know!

Risks Associated with Data Privacy

A.Number One Risk -- Identity Theft and Identity Fraud are terms used to refer
to all types of crime in which someone wrongfully obtains and uses another

. individual’s personal data in some way that involves fraud or deception, typically for

economic gain.

B. Risks to the Government Organization
- Fraud

- Theft

- Litigation

- Loss of Reputation

- Cost for monitoring fees for customers

. C. Current State — Our Observation

- Proliferation of Data Breaches

- Proliferation of New Technology — generally things are going to “the Web”
- Lack of Organization policy and procedures

- Deficiency in system monitoring



What you should know!

Risks Associated with Data Privacy

A. Common Victim Attributes of Identity Theft:

- May go undetected for months or even years — the longer it takes to discover the
loss the greater the pain and suffering

- Repeated victimization
- Costs can be significant and long-lasting

- Lower income, less-educated victims take longer to discover or report the crime,
resulting in greater suffering. Common suffering causes include harassment
from debt collectors, utility cutoffs and banking problems.

B. Common Victim Profile:

- Average age is 42.

- Typically do not notice the crime for 14 months.
. - Often live in large metropolitan area

Shakespeare, Othello, Act 3:

“But he that filches from me my good name. Robs me of that which not enriches him,
And makes me poor indeed."




What you should know!

Proliferation of Data Breaches

« Survey: by ashow of hands who has experienced identify theft?
| — Lastyear?

« Top Data Reporting Agencies:
— Federal Trade Commission: Identity Theft Data Clearinghouse
— Department of Justice - California Attorney General
— ldentity Theft Resource Center
— Open Security Foundation: DataLossdb

 From Federal Trade Commission Annual Report to Nation:

— 5% of Americans are victims of identity theft each year. This amounts to almost
15 million victims a year in the United States.

— lIdentify Theft is the major subject of consumer complaints it receives.
— People fear having their identities stolen.

— Financial loss to businesses and consumers is enormous, reaching billions of
dollars annually.




Can Happen to Anyone

Stolen NASA Laptop Had Space Station Control
Codes

By Matt Liebowitz, SecurityNewsDaily Staff Writer

Space.com | SPACE.com — 15 hrs ago

This story was updated at 7:31 p.m. ET.

A laptop stolen from NASA last year was unencrypted and contained command and control codes for
the International Space Station on it, the agency's inspector general told a United States House
subcommittee yesterday (Feb. 29).

In his testimony before a Science, Space and Technology House subcommittee, NASA Inspector
General Paul K. Martin said the notebook computer stolen in March 2011 "resulted in the loss of the
algorithms" used to control the space station. This particular laptop, Martin said, was one of 48
NASA notebooks and mobile devices stolen between April 2009 and April 2011.

Some of these thefts resulted in the leak of sensitive data "including export-controlled, Personally
Identifiable Information, and third—parh'!i ntﬁllectual property," as well as Social Security numbers



FTC Hacked

~ h Federal Trade Commission
#§ Protecting America's Consumers

BCP BUSINESS CENTER

YourlLinkto the Law

The Bureau of Consumer Protection's Business Center website, run by the Federal Trade Commission, was hacked on February
17, 2012. The FTC takes this malicious act seriously. The site has been taken down and will be brought back up when we're
satisfied that any vulnerability has been addressed.



What you should know!

Proliferation of Data Breaches

A. Number of Incidents by Category:

Report Date:
it rc Identity Theft Resource Center =

2011 Data Breach Category Summary

How is this report produced? What are the rules? See last page of report for details.

Totals for Category: Banking/Credit/Financial # of Breaches: 28 # of Records: 413,348
% of Breaches: 6.7% %of Records: 1.8%

Totals for Category: Business # of Breaches: 198 # of Records: 7.917.807
% of Breaches: 47.3 %of Records: 34 5%

Totals for Category: Educational # of Breaches: 59 # of Records: B18 458
% of Breaches: 14.1 %of Records: 36%

Totals for Category. Government/Military # of Breaches: 48 # of Records. 10,036,657
% of Breaches: 11.5 %of Records: 43.8%

Totals for Category: Medical/Healthcare # of Breaches: B6 # of Records: 3,732,071
% of Breaches: 20.5 %of Records: 16.3%

Totals for All Categories: # of Breaches: 419 #of Records: 22918441

% of Breaches: 100.0 %of Records: 100.0%

2011 Breaches ldentified by the ITRC as of: 2/7r2012 Total Breaches: 419

Records Exposed: 22,918,441

The ITRC Breach database is updated on a daily basis, and published to our website on each Tuesday. Unless noted
otherwise. each report includes breachs that occurred in the year of the report name {such as "2010 Breach List". or
became public in the report name year, but were not public in the previous year. Each item must be previously
published by a credible source, such as Attorney General's website, TV, radio, press, etc. The item will not be
included at all if ITRC is not certain that the source is real and credible. We include in each itermn a link or source of
the article, and the information presented by that article. Many times, we have attributions from a multitude of media
sources and meadia outlets.  [TRC sticks to the facts as reported, and does not 3dd or subtract from the previously
published information. When the number of exposed records i= not reported, we note that fact. When records are
encrypted, we state that we do not (at this time) consider that to be a data exposure. However, we do not consider
password protection as adequate, and we do consider those events to be a data exposure.

The ITRC Breach Report presents individual information about data exposure ewvents and running totats for the year.
The ITRC Breach Stats Report develops some statistics based upon the type of entity inwvobvad in the data exposure.

This project was supported by Grant Mo. 2007-VF-GX-KD38 awarded by the Office for Victims of Crime,
DOffice of Justice Programs, U.5. Department of Justice. Points of view in this document are those of the
ITRC and do not necessarily represent the official position or policies of the ULS. Deparment of Justice.




What you should know!

Proliferation of Data Breaches

Number of Incidents by Year:

MUMBER OF INCIDENTS
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What you should know!
Proliferation of Data Breaches

What Type of Data is Lost:

incidents by Data Type - Last Year

MED - B%
S5N - 10%—
—ADD - B%
MISC - 15%— f 4
o 4
ik o
f . e MAR - 24%
Data Types - Key
DOB Date of Birth
SSN Social Security Number or Equivalent

MIS Miscellaneous
MED Medical

ADD Address

NAA Names

db

open security foundation
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What you should know!

Proliferation of Data Breaches

Who & How the Data is Lost:

Inside-Accidental - 19%

QOutside - 53%

Incidents by Vector - Last Year

Inskda-Malicious - 11%

—— Lnknown - 9%

— Inside ~ B%
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open security foundation
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What you should know!

Proliferation of Data Breaches

Where the Data is Lost:

USA Map

This map outlines data loss incidents per headguarter's location in the USA.
This map is not affected by the chosen timeframe, it represents all documented
incidents in datalossdb.org for the given geographic area.

db

open security foundation
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What you should know!
Proliferation of Data Breaches

The Problem - Offender Attributes:

Albert Gonzalez, 28

With accomplices, he was involved in data breaches of most of the major data breaches:
Heartland, Hannaford Bros., 7-Eleven, T.J. Maxx, Marshalls, BJ's Wholesale Club, OfficeMax, Barnes & Noble,
Sports Authority, Dave & Busters, Boston Market, Forever 21, DSW and others.

06-Feb-12 © 2012 Maze & Associates
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Who Is behind data breaches?

70% from externa

Sony suffers third breach, PSN still down

Posted on 08 May 2011
3 BOOKMARK, o 90 22

48% caused by Insiders
11% implicated business partners
e 27% Iinvolved multiple parties

verizon
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FTC: Companies Unknowingly Exposing Data to Fraud
P2P Networks Used for 'Improper Release' of Consumer Info

Sony's troubles
company confir
network and fai
restoration of s

BANK SECU

February 23, 2010 - Linda McGlasson, Managing Editor

This last breach
partial addresse|
addresses belo
contestants that participated in a s
organized back in 2001. And to ad
published all that information on a
Reuters.

Sony confirmed that they took dow|
finding out about the posted inform|
apologizing to the users for the br
the PlayStation Network.

Conscious that Nintendo and Micr:
necks and that Playstation users a
annoyed with the disrupftion in seny
decided to postpone the restoratio
to make sure that once back onling

All'l can say is that its a smart mo
lax again when it comes to securit,
that they have become the favorite

Author: Zeljka Zorz, HNS News Edil

Hannaford Data Breach May be 'Tip of the Iceberg'

Linda McGlasson, Managing Editor
April 4, 2008

The recent breach of a Maine-based grocery chain may just be the beginning of a no
method. Earlier this week, the Okemo Mountain Resort, a ski resort in Vermont, anng|
in a similar manner. (SEE OKEMO ANNOUNCEMENT)

"It does look like the tip of the iceberg,” says Nick Holland, a security analyst with the
financial services research firm. Law enforcement officials indicate that they are inve
similar incidents in the Northeast.

News of the Hannaford Brothers breach broke on March 17 (SEE RELATED STORY: Hg
Victims Fight Back), and subsequent investigation revealed that malware was surrept
locations. That malicious software then enabled criminals to capture “track 2" data as|
card processors. Hannaford President and CEO Ron Hodge says in an apology to cust

sophisticated attack on our computer network that resulted in the theft of certain credit and debit card numbers.”

The company says that the malicious software has been located and removed from company servers,

&h erint Digg The Federal Trade Commission announced on Monday that is has notified
2 email g Delicious nearly 100 orgapuzgtuons thgt their peer-to-peer (P2P) file-sharing networl
have been sharing information with the wrong people.
‘r- Save gf? Reddit
In the FTC announcement of the probe, the agency says personal
information, including sensitive data about customers and/or employees,
has been shared from the organizations' computer networks and is available on peer-to- pe*r {P2P) file-
sharing networks to any users of those networks, who could use it to commit identity theft or fraud.”

The agency says it also has begun "non-public investigations” of other companies whose customer or
employee information has been exposed on P2P networks. The FTC says it will help businesses manage tt
security risks presented by file-sharing software by releasing new education materials that present the
risks and recommend ways to manage them.

When asked if the nearly 100 organizations could be named -- or if any of the 100 were in financial

rs, TUTty experts tell u



Public Records

WRAL Investigates

Is your Social Security number
online?

RALEIGH, N.C. — Identity theft is one of the
fastest growing crimes in the country.
Approximately 10 million Americans have their

identity stolen every year. For identity thieves,
Social Securty numbers are like gold.

On ane side of the issue, the Federal Trade
Commission offers tips to prevent and react to
identity theft. Chief among the tips: Keep your
personal identifying information secure.

Yet another federal Web site makes the Social
Security numbers of Morth Carolinians whao file for
bankruptcy readily available.

WATCH VIDEO

Is your Social Security
number online?

Man Flake is one of the people whose number was

|
WHAL Investigates

i Video
& |2 your Social Security number onling?

D Related Links

“The federal government is the
biggest offender.”

3 Paul Stephens

| Privacy Rights Clearinghouse
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