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Data Privacy in the Governmental Sector - Agenda

• What you should know:
– What is Data Privacy?
– Risks associated with Data Privacy
– Laws associated with Data Privacy
– Common Data Privacy Control Frameworks

• What you should do:
– Be Prepared and Proactive!

• Questions

• Raffle

2



What you should know!

What is Data Privacy?

Per National Institute of Standards and Technology – Special Publication 800-53: Appendix J
Privacy Control Catalog (Pg. 1):

“Privacy, with respect to personally identifiable information is a core value that can be
achieved only with appropriate legislation, policies, and controls to ensure compliance
with requirements.”

Personally Identifiable Information (PII) defined as:
(i) information which can be used to distinguish or trace an individual’s identity such as
their name, social security number, biometric records, etc., alone or when combined with
other personal or identifying information which is linked or linkable to a specific
individual, such as date and place of birth, mother’s maiden name etc.
(ii) Any other information that is linked or linkable to an individual, such as medical,
educational, financial and employment information.

California Constitution, Article 1, section 1. The state Constitution gives each citizen
an "inalienable right" to pursue and obtain "privacy.”
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What you should know!

Risks Associated with Data Privacy

A. Number One Risk -- Identity Theft and Identity Fraud are terms used to refer
to all types of crime in which someone wrongfully obtains and uses another
individual’s personal data in some way that involves fraud or deception, typically for
economic gain.

B. Risks to the Government Organization
- Fraud
- Theft
- Litigation
- Loss of Reputation
- Cost for monitoring fees for customers

C. Current State – Our Observation
- Proliferation of Data Breaches
- Proliferation of New Technology – generally things are going to “the Web”
- Lack of Organization policy and procedures
- Deficiency in system monitoring
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What you should know!

Risks Associated with Data Privacy

A. Common Victim Attributes of Identity Theft:
- May go undetected for months or even years – the longer it takes to discover the

loss the greater the pain and suffering
- Repeated victimization
- Costs can be significant and long-lasting
- Lower income, less-educated victims take longer to discover or report the crime,

resulting in greater suffering. Common suffering causes include harassment
from debt collectors, utility cutoffs and banking problems.

B. Common Victim Profile:
- Average age is 42.
- Typically do not notice the crime for 14 months.
- Often live in large metropolitan area

Shakespeare, Othello, Act 3:
“But he that filches from me my good name. Robs me of that which not enriches him,
And makes me poor indeed."
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What you should know!

Proliferation of Data Breaches

• Survey: by a show of hands who has experienced identify theft?
– Last year?

• Top Data Reporting Agencies:
– Federal Trade Commission: Identity Theft Data Clearinghouse
– Department of Justice - California Attorney General
– Identity Theft Resource Center
– Open Security Foundation: DataLossdb

• From Federal Trade Commission Annual Report to Nation:
– 5% of Americans are victims of identity theft each year. This amounts to almost

15 million victims a year in the United States.
– Identify Theft is the major subject of consumer complaints it receives.
– People fear having their identities stolen.
– Financial loss to businesses and consumers is enormous, reaching billions of

dollars annually.
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Can Happen to Anyone
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FTC Hacked
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What you should know!

Proliferation of Data Breaches
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A. Number of Incidents by Category:



What you should know!

Proliferation of Data Breaches
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Number of Incidents by Year:



What you should know!

Proliferation of Data Breaches

Data Types - Key
DOB Date of Birth
SSN Social Security Number or Equivalent
MIS Miscellaneous
MED Medical
ADD Address
NAA Names
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What Type of Data is Lost:



What you should know!

Proliferation of Data Breaches
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Who & How the Data is Lost:



What you should know!

Proliferation of Data Breaches
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Where the Data is Lost:



What you should know!

Proliferation of Data Breaches
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Albert Gonzalez, 28

With accomplices, he was involved in data breaches of most of the major data breaches:
Heartland, Hannaford Bros., 7-Eleven, T.J. Maxx, Marshalls, BJ’s Wholesale Club, OfficeMax, Barnes & Noble,
Sports Authority, Dave & Busters, Boston Market, Forever 21, DSW and others.

The Problem – Offender Attributes:



Who is behind data breaches?

• 70% from external agents
• 48% caused by insiders
• 11% implicated business partners
• 27% involved multiple parties
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Public Records
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“The federal government is the
biggest offender.”
Paul Stephens
Privacy Rights Clearinghouse


